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Hardware Devices:
- mToken CryptolD FIPS 140-2 Level 3
- mToken CryptolD FIPS 140-3 Level 3

mToken CryptolD Mac OS Testing Report

Software Driver:

mToken_CryptolD_User.dmg

Download Link: https://drive.google.com/file/d/1Nex6tjcWAdJhBCK5d3wDATgBoR2YiTC-
u/view?usp=sharing

MD5 value: b2aac02a30cd01ae327d67346e60287b

Library:

libcryptoida_pkcs11.dylib

Path: /usr/local/lib/libcryptoida_pkes11.dylib
MD5 Value: f9ec67571ffa3f923b6681056e1b41d9

Testing Tool:
Mozilla Firefox

Testing Method:
Add new module and load pkes11 library, both FIPS 140-2 and FIPS 140-3 hardware can login
successfully.

MUST-TO-DO:

Install mToken_CryptolD_User.dmg, as it will release necessary libraries into /usr/local/lib. If
don't install this driver, but directly use one library might lead error or not able to recognize
token.

Testing Results in Table:

Hardware Devices Mac OS version Testing Result
Intel Core i9 PASS

- mToken CryptolD FIPS | M1 PASS

140-2 Level 3 M2 PASS

- mToken CryptolD FIPS @ M3 PASS

140-3 Level 3 M4 PASS

M5 PASS
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Testing Results in Details

mToken CryptolD Mac OS Testing Report

1. macOS Version (Intel Core i9)
@

iMac

Processor 3.6 GHz 8-Core Intel Core
i9
Graphics Radeon Pro 580X 8 GB
Memory 32 GB 2667 MHz DDR4
Startup disk apple
Serial number C02YJ1BWJV40
macOS Sequoia 15.7.7

More Info...
Device Manager X
Security Modules and Devi... Details Value Log In
v NSS Internal PKCS #11 Mo... Module cryptoid

Log Out

Generic Crypto Services Path Jusrflocalflibfliberyptoida_pkes11.dylib

Software Security Devic...

Virtual Slot 0 nloal
CryptolDA PKCS11 Modu...

Change Password

- Enable FIPS
~ Builtin Roots Module

NSS Builtin Objects
~ OS Client Cert Module
OS Client Cert Slot
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Device Manager

Security Modules and Devi... Details Value
+ NSS Internal PKCS #11 Mo... Status Logged In
Generic Crypto Services Description Virtual Slot 0
Software Security Devic... Manufacturer Longmai
v cryptoid HW Version 5.0
FW Version 312

CryptolDA PKCS11 Modu... Label

mToken CryptolD

~ Builtin Roots Module Manufacturer Longmai
NSS Builtin Objects Serial Number CL26032600000001
~ OS Client Cert Module HW Version 5.0
OS Client Cert Slot FW Version 3.12
Device Manager
Security Modules and Devi... Details Value
+ NSS Internal PKCS #11 Mo... Status Logged In
Generic Crypto Services Description CryptolDA PKCS11 Module 2.0 0
Software Security Devic... Manufacturer
v cryptoid HW Version 1.0
Virtual Slot 0 FW Version 1.0

CryptolDA PKCS11 Modu... Label

~ Builtin Roots Module Manufacturer

NSS Builtin Objects

Serial Number

~ OS Client Cert Module HW Version

OS Client Cert Slot FW Version

2. macOS Version (M1)

Chip
Memory
Serial number
mac0S

MacBook Pro

nch, 2021

Apple M1 Pro
16 GB

L9Y526G2M3
Sonoma 14.3

More Info...

le Inc

mToken CryptolD
longmai{TMS)
CL25012000000001
5.0

3.1

X

Log In
Log Out
Change Password
Load
Unload

Enable FIPS

Log In
Log Out
Change Password
Load
Unload

Enable FIPS
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Device Manager

Security Modules and Dev...

Details

| Value

~ NSS Internal PKCS #11 Mo...
Generic Crypto Services
Software Security Devic...
Virtual Slot 0
CryptolDA PKCS11 Modu...
~ Builtin Roots Module
NSS Builtin Objects
~ OS Client Cert Module
OS Client Cert Slot

Module
Path

cryptoid

Jusrflocalflibflibcryptoida_pkes11.dylib

Device Manager

Security Modules and Dev...

Details

| Value

~ NSS Internal PKCS #11 Mo...
Generic Crypto Services
Software Security Devic...

~ cryptoid

CryptolDA PKCS11 Modu...
~ Builtin Roots Module

NSS Builtin Objects
~ OS Client Cert Module

0OS Client Cert Slot

Virtual Slot 0

Status
Description
Manufacturer
HW Version
FW Version
Label
Manufacturer
Serial Number
HW Version
FW Version

Logged In

Virtual Slot 0
Longmai

50

312

mToken CryptolD
Longmai
CL26032600000001
5.0

312

LogIn
Log Out
Change Password
Load
Unload

Enable FIPS

Log In
Log Out
Change Password
Load
Unload

Enable FIPS
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Device Manager

Security Modules and Dev... Details | Value Log In

~ NSS Internal PKCS #11 Mo... Status Logged In

Out
Generic Crypto Services Description CryptolDA PKCS11 Module 2.0 0 (L

Software Security Devic... Manufacturer Change Password

~ cryptoid HW Version 1.0
Virtual Slot 0 FW Version 10

CryptolDA PKCS11 Modu... LT mToken CryptolD Unload

Load

~ Builtin Roots Module Manufacturer longmai(TMS) Enable FIPS
NSS Builtin Objects Serial Number CL25012000000001
~ 0S Client Cert Module HW Version 5.0

0S Client Cert Slot FW Version an

3. macOS Version (M2)

7

MacBook Pro

13-inch, M2, 2022

Chip Apple M2
Memory 16 GB
Serial number CJ667LFHKV
macOS Sonoma 14.4.1

More Info...

Regulatory Certification
™ and © 1983-2024 Apple Inc.
All Rights Reserved.
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) |

ede = Welcome to Firefox % Settings x  +
(I 4 & “Firefox” Notifications
. ) . e Notifications may include al
0O« > ¢ @ Firefox about:prefe urity g and icon badges.

Device Manager

Security Modules and Devi... Details Value Log In

+ NSS Internal PKCS #11 Mo... Module New PKCS#11 Module

Generic Crypto Services Path fusrflocalflibfliberyptaida_pkes11.dylib

Software Security Devic...

Log Out
Change Password

~ Builtin Roots Module Load
NSS Builtin Objects
~ 08 Client Cert Module
08 Client Cert Slot
Virtual Slot 0
CryptolDA PKCS11 Modu...

Unload

Enable FIPS

ede = Welcome to Firefox % Settings x  +
(I 4 & “Firefox” Notifications
. ) . e Notifications may include al
0O« > ¢ @ Firefox about:prefe urity g and icon badges.

Device Manager

Security Modules and Devi... Details Value Log In

~ NSS Internal PKCS #11 Mo...  Status Logged In Log Out

Generic Crypto Services Description Virtual Slot 0

N N . Change Password
Software Security Devic... Manufacturer Lengmai

~ Builtin Roots Module HW Version 50 Load

NSS Builtin Objects FW Version 312 Unload
« OS Client Cert Module Label mToken CryptolD
Enable FIPS

08 Client Cert Slot Manufacturer Longmai
~ New PKCS#11 Module Serial Number CL26032600000001

Virtual Slot 0 HW Version 5.0

CryptolDA PKCS11 Modu... FW Version 312
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1 @ Weloome to Firsfox % &3 settings

o« > C @ Firefox about:pref

Security Modules and Devi... Details

Device Manager

Value

+ NSS Internal PKCS #11 Mo... Status
Generic Crypto Services Description
Software Security Devic... Manufacturer

~ Builtin Roots Module HW Version
NSS Builtin Objects FW Version

~ 08 Client Cert Module Label
08 Client Cert Slot Manufacturer

~ New PKCS#11 Module Serial Number
Virtual Slot 0 HW Version

CryptolDA PKCS11 Modu... FW Version

4. macOS Version (M3)

[e

MacBook Air

Chip

Memory
Startup disk
Serial number
macOS

Apple M3

16 GB
Macintosh HD
MJI7MVTKHGC
Tahoe 26.5.1

More Info...

Logged In
CryptolDA PKCS11 Module 2.0 0

1.0

1.0

mToken CryptolD
longmai(TMS)
CL25012000000001
5.0

3an

“Firefox" Notifications
e Notifications may include al
{1 and icen badges.

Log In
Log Out
Change Password
Load
Unload

Enable FIPS
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Device Manager X
Security Modules and Devi... Details Value Log In
~ NSS Internal PKCS #11 Mo... Module cryptoidANew PKCS#11 Module Log Out
Generic Crypto Services Path Jusrflocal/lib/libcryptoida_pkcs11.dylib

Software Security Devic...
~ Builtin Roots Module

NSS Builtin Objects
~ OS Client Cert Module

OS Client Cert Slot

Virtual Slot 0

CryptolDA PKCS11 Modu...

Change Password
Load
Unload

Enable FIPS

Device Manager X
Security Modules and Devi... Details Value Log In
v NSS Internal PKCS #11 Mo... Status Logged In Log Out
Generic Crypto Services Description Virtual Slot 0
N . . Change Password
Software Security Devic... Manufacturer Longmai
~ Builtin Roots Module HW Version 5.0 Load
NSS Builtin Objects FW Version 3.12 URiltss
~ OS Client Cert Module Label mToken CryptolD
Enable FIPS
0S Client Cert Slot Manufacturer Longmai

~ cryptoidANew PKCS#11 M... Serial Number CL26032600000001

HW Version 5.0
CryptolDA PKCS11 Modu... FW Version 312
[ oc |
Device Manager X
Security Modules and Devi... Details Value Log In
+ NSS Internal PKCS #11 Mo... Status Logged In Log Out
Generic Crypto Services Description CryptolDA PKCS11 Module 2.0 0
Software Security Devic... Manufacturer ST
~ Builtin Roots Module HW Version 1.0 Load
NSS Builtin Objects FW Version 1.0 Unload
+ QS Client Cert Module Label mToken CryptolD
0S Client Cert Slot Manufacturer longmai(TMS) Enable IS
~ cryptoidANew PKCS#11 M... Serial Number CL25012000000001
Virtual Slot 0 HW Version 5.0
FW Version 3n

5. macOS Version (M4)
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Device Manager X

Security Modules and Devi...  Details Value Log In
~ NSS Internal PKCS #11 Mo... Module cryptoid Log Out

Generic Crypto Services Path Jusrflocalflib/libcryptoida_pkes11.dylib

Change Password

Software Security Devic... 9
~ Builtin Roots Module Load

NSS Builtin Objects Unload
~ OS Client Cert Module

Enable FIPS

OS Client Cert Slot

Virtual Slot 0
CryptolDA PKCS11 Modu...
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Device Manager

Security Modules and Devi... Details Value
~ NSS Internal PKCS #11 Mo... Status Logged In
Generic Crypto Services Description Virtual Slot 0
Software Security Devic... Manufacturer Longmai
~ Builtin Roots Module HW Version 5.0
NSS Builtin Objects FW Version 312
~ OS Client Cert Module Label mToken CryptolD
OS Client Cert Slot Manufacturer Longmai
~ cryptoid Serial Number CL26032600000001
HW Version 5.0
CryptolDA PKCS11 Modu... FW Version 312
Device Manager
Security Modules and Devi... Details Value
~ NSS Internal PKCS #11 Mo... Status Logged In
Generic Crypto Services Description CryptolDA PKCS11 Module 2.0 0
Software Security Devic... Manufacturer
~ Builtin Roots Module HW Version 1.0
NSS Builtin Objects FW Version 1.0
~ OS Client Cert Module Label mToken CryptolD
0S Client Cert Slot Manufacturer longmai(TMS)

~ cryptoid
Virtual Slot 0

CryptolDA PKCS11 Modu...

Serial Number
HW Version
FW Version

6. macOS Version (M5)

CL25012000000001
5.0
3mn

X

Log In
Log Out
Change Password
Load
Unload

Enable FIPS

Log In
Log Out
Change Password
Load
Unload

Enable FIPS
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MacBook Air

Chip Apple M5
Memory 18 GBE
Startup disk Macintosh HD
Serial rumber FRFPHP2ZWYF
magQS Tahoes 26.5.2

More Info...
Device Manager
Security Modules and Devi... Details Value Log In
~ NSS Internal PKCS #11 Mo... Maodule cryptoid

Log Out

Generic Crypto Services Path {usrflocalflibflibcryptoida_pkes11.dylib

Change Password
Software Security Devic... g

v Builtin Roots Module Load
NSS Builtin Objects Unload
~ 05 Client Cert Module
Enable FIPS

08 Client Cert Slot

Virtual Slot 0
CryptolDA PKCS11 Modu...

1
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Device Manager

Security Modules and Devi... Details Value
~ NSS Internal PKCS #11 Mo... Status Logged In
Generic Crypto Services Description Virtual Slot 0
Software Security Devic... Manufacturer Longmai
~ Builtin Roots Module HW Version 5.0
NSS Builtin Objects FW Version 312
~ 05 Client Cert Module Label mToken CryptolD
0S Client Cert Slot Manufacturer Longmai
~ cryptoid Serial Number CL26012300008031
HW Version 5.0
CryptolDA PKCS11 Modu... FW Version 312 B
Device Manager
Security Modules and Devi... Details Value
~ NSS Internal PKCS #11 Mo... Status Logged In
Generic Crypto Services Description CryptolDA PKCS11 Module 2.0 0
Software Security Devic... Manufacturer
~ Builtin Roots Module HW Version 1.0
NSS Builtin Objects FW Version 1.0
~ 05 Client Cert Module Label mToken CryptolD
0S Client Cert Slot Manufacturer longmai({TMS)
~ cryptoid Serial Number CL210831003335684
Virtual Slot 0 HW Version 5.0
FW Version an -

x

Log in
Log Out
Change Password
Load
Unload

Enable FIPS

Log in
Log Out
Change Password
Load
Unload

Enable FIPS



